Silent and Continuous Authentication in Mobile Environment
Gerardo Canfora1 , Paolo di Notte3 ,Francesco Mercaldo1,2 and Corrado Aaron Visaggio1
1 Department

of Engineering, University of Sannio, Benevento, Italy
Regionale Information Communication Technology - CeRICT scrl, Benevento, Italy
3 Reply,Torino, Italy
aaron.visaggio@gmail.com,{canfora, fmercaldo}@unisannio.it, dinotte.paolo@gmail.com
2 Centro

Keywords:

Continuous authentication, Silent authentication, Security, Behavioral models, Android

Abstract:

Due to the increasing pervasiveness of mobile technologies, sensitive user information is often stored on
mobile devices. Nowadays, mobile devices do not continuously verify the identity of the user while sensitive
activities are performed. This enables attackers full access to sensitive data and applications on the device, if
they obtain the password or grab the device after login. In order to mitigate this risk, we propose a continuous
and silent monitoring process based on a set of features: orientation, touch and cell tower. The underlying
assumption is that the features are representative of smartphone owner behaviour and this is the reason why
the features can be useful to discriminate the owner by an impostor. Results show that our system, modeling
the user behavior of 21 volunteer participants, obtains encouraging results, since we measured a precision in
distinguishing an impostor from the owner between 99% and 100%.
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INTRODUCTION

Smartphones have become ubiquitous computing
platforms, allowing users to access the Internet and
many online services anytime and anywhere. As
a personal device, a smartphone contains important
private information, such as text messages, alwayslogged-in emails, contact list etc. As a portable device, a smartphone is much easier to get lost or stolen
than conventional computing platforms. In order to
prevent the private information stored on smartphones
from falling into the hands of adversaries, the authentication of mobile devices has become an important issue. Most of the methods for authenticating
users on mobile devices define an entry point into the
system. Login-time pins and textual and graphical
passwords (Akula and Devisetty, 2004; Davis et al.,
2004; Dhamija and Perrig, 2000) are the most popular mechanisms for authenticating smartphone users.
With the growing popularity of touch interface based
mobile devices, the touch-surface has become the
dominant human-computer interface. This has led to
the need for authentication techniques better suited to
a touch interface, such as Sae-Bae and Memon (SaeBae and Memon, 2013). These mechanisms suffer
from two drawbacks: (i) they are static, that means
they authenticate the user only at the beginning of the
session and does not offer any protection against illicit

access post login, i.e. in the case of abandoned device
or when a remotely controlled program runs on the
device, (ii) passwords and pins require user’s attention to their entry and therefore they are not suitable
for continuous authentication, and finally (iii) passwords can be stolen or forgotten. In order to overcome this one-step authentication, the continuous authentication, also called active authentication was introduced, where the identity of the user is verified during all the usage of the device. Continuous authentication methods complement the entry point methods
by monitoring the user after a successful login.
Research on continuous authentication started in
1995 when Shepherd (Shepherd, 1995) and Monrose et al. (Monrose and Rubin, 1997) showed some
impressive results on continuous authentication using keystroke dynamics. Continuous authentication
is prevalently realized by checking two subsets of
biometric authentication, physiological and behavioral. These authentication methods identify the user
through measurable physical or behavioral characteristics.
Physiological biometric authentication measures
physical characteristics of users body that make them
unique. Physiological methods include fingerprint
scanning, facial recognition, hand geometry recognition or retinal scans (Bhattacharyya et al., 2009).
One drawback of physical biometrics is that they need

